
Awareness on various 
Cyber Crime Offences



Cyber crimes and climate change are 
new threats to human rights," 

President Murmu said. 
“The digital era, while being 

transformative, had brought with it 
complex issues such as cyber bullying, 

deep fake, privacy concerns and 
spread of misinformation,” she added.







Digital Arrest 
An organized online economic crime operated by cross-

border crime Syndicates

Other nomenclature:
 TRAI Phone Scam
 Parcel Stuck at Customs
 Family Member Arrested  



Modus Operandi
 The fraudsters under the guise of law enforcement

officials or regulatory authorities like
CBI/TRAI/ED/Income Tax/Customs Department/
Mumbai & Delhi Police usually contacted a potential
victim through the following means:
 WhatsApp (+92 Numbers with DP of Senior

Police Officials)
 Calls through Skype (Having Logo of

Maharashtra Police / Delhi Police)
 E-mail (Spoof e-mails resembling Police

Organization)

Methods Adopted
With an information that the victim has sent or
intended recipient of a parcel, which contains illegal
goods, drugs, fake passports or any other contraband
item.



Modus Operandi
 The unsuspecting victims are made

to undergo “Digital Arrest” and
remain visually available over Skype
or other video conferencing
platform to the fraudsters, till their
demands are met.

 False arrest warrant will be served
through WhatsApp/ mail.

 The fraudsters are known to use
studios modeled on Police Stations,
Government offices, Fake Court
Rooms and wear uniforms / dresses
to appear genuine.

 The Victim Persons are grilled for
hours & hours till transfer of money.

Another Method adopted
The fraudsters are posing as
officials of TRAI, saying that his
/ her phone number was being
used to circulate illegal obscene
videos.



Transaction Processes 
involved: 
 Then money will be demanded to

compromise the case.
 Transaction Processes involved:
[Money transferred to a number of 
bank accounts] 

 Money transferred through
NEFT/ RTGS/IMPS [Internet
Banking]

 UPI
 Deposit through Cash / Cheque







Case Scenario:
 Suspected in a money laundering

investigation
 Fraudsters posed as CBI Officials
 Serving of False Arrest Warrant

duly issued by ED
 “Digital arrest" for two days
 Direction to deposit Rs. 7 crore

into different bank accounts
 Supreme Court order sent to

Oswal appeared authentic,
complete with the court's
emblem, bar code, and digital
signature

 Fake Court Room of CJI
 Arrest of 02 accused persons

from Assam
 Recovery of Rs. 5 Crore









Fake Arrest Warrant 



Remedies available:
 Nationalized Cyber Crime 

Help Desk Number: Dial 
1930 to file complaint 

 Complaint through 
www.cybercrime.gov.in

 Complaint to be filed at the 
nearest Police Station / 
Cyber Crime Police Station

 Complaint to be filed at the 
concerned Bank

Legal Provisions:
• FIR will be registered against the fraudsters u/s 

308(2)/318(2)/318(4)/319(2)/336(2)/336(3)/351 (2)/ 
351(3)/351(4)/61 (2) (b)/3 (5) of BNS r/w Sec. 66C/66D 
of Information Technology Act

Don’t Panic 
There is no concept of 

Digital or Virtual arrest 
in the Indian Law

Beware of Digital Arrest 

http://www.cybercrime.gov.in/


Investment Fraud 





Fraudsters lured the victim with 
“expert guidance” to obtain high 

returns on investments in the stock 
market and a “joining bonus” in 

crypto currency trading. 

Fraudsters floating advertisement in 
various Social Media Platforms for 

an “investment expert” / 
“investment gurus” on stock 

market trading along with a link.

After clicking the link, he was added 
to a WhatsApp /Telegram group.



Hindrances for LEA
The bank accounts used by fraudsters to siphon money from

victims are often "mule" or hired accounts.
Funds received from victims are quickly converted into USD, then

further transformed into cryptocurrency, and ultimately withdrawn
at various international locations, including Dubai, China, and
Hong Kong.

WhatsApp groups and Telegram channels used for these activities
are frequently operated from regions like Cambodia and Hong
Kong, making it even harder for police to trace and intercept these
cross- border fraud networks.





One Case Study: 
 Victim received a message on WhatsApp from an 

unknown number.
 Invitation to join a WhatsApp Group e.g., “Stock 

Vanguard 150”, “Vanguard Club V5”
 Victim was added in various WhatsApp Group like: 

“Stock Vanguard (XM-5)”
 Accused under the name: “Professor Ganesh Ranga” 

conducted video conference on WhatsApp and imparted 
knowledge on stock investment.

 The victim was asked to login a website to know the 
status of investment / stock like: "app.alicexa.com".



Fake Investment App 
Graphs showing high 

return 



MO adopted by accused:
 The website looked genuine and gave updates on

various stocks, the prices, details of stock purchases,
sales and transactions.

 To withdraw the invested money, the victim was asked
to pay 15% tax.

 The victim was asked to deposit 30% of their balance as
a refundable deposit.

 The victim was then asked to pay 1% of the total
portfolio value.



Modus Operandi 
• Greediness and ignorance is the main reason 

behind the said type of Cyber Crime. 
• Fraudsters lured gullible public of high returns in a 

short time with investments in stock markets, shares, 
Mutual Funds and IPO allotments.

• 1st: Inducement to join WhatsApp and Telegram groups 
promising high returns on investments in a short 
duration. 

• 2nd: Fraudsters designed fake investment platforms 
which will display high returns and high valued wallet 
money.

• 3rd: Fraudsters shared the link of those Platforms to 
the victim and lured them to invest more amount of 
money to the tune of lakhs & Crores,. 

Legal Provisions:
FIR will be registered against the fraudsters 
u/s 308(2)/318(2)/318(4)/319(2)/336(2)/
336(3)/61 (2) (b)/3 (5) of BNS r/w Sec. 
66C/66D of Information Technology Act

Remedies available:
 Nationalized Cyber Crime 

Help Desk Number: Dial 
1930 to file complaint. 

 Complaint through 
www.cybercrime.gov.in

 Complaint to be filed at the 
nearest Police Station / 
Cyber Crime Police Station.

 Complaint to be filed at the 
concerned Bank.

Beware of Investment Fraud 



TELEGRAM 
Part-Time Job 

Scam





Modus Operandi
 The fraudster will send a small amount,

typically around ₹5,000, to the victim’s bank
account through UPI.

 This unexpected deposit would trigger a
notification via an SMS, prompting a person
to check the balance in his/her account.

 The scammer then immediately initiates a
withdrawal request by sending a suspicious
malware driven link.

 When the victim out of curiosity clicks on the
said link and enter the UPI PIN / MPIN to
verify the deposit, the fraudulent withdrawal
gets approved and a higher amount of money
will be deducted.

Jumped Deposit Scam 

Never click on any suspicious link  





Fraudsters use APK Files for 
installation of Malware into the devices 







Frauds relating to 
Sideloading /Third Party 

Apps



Never download APK Files /3rd

Party / Side-loading applications

Your messages, contact 
information, banking related 

data & other valuable 
information from the mobile 

phone will be hacked.  



https://www.virustotal.com

https://www.virustotal.com/gui/home/upload


Fake Loan App Fraud



Loan Apps are unauthorized app. or 
unregistered NBFCs.

Check the details of Non Banking Financial 
Companies (NBFCs) on 
https://rbi.org.in/scripts/bs_nbfclist.aspx

 Use Sachet portal https://sachet.rbi.org.in to file an
on-line complaint

 Use www.cybercrime.gov.in to file complaint

https://rbi.org.in/scripts/bs_nbfclist.aspx
https://sachet.rbi.org.in/
http://www.cybercrime.gov.in/


SEXTORTION



Avoid picking unknown 
online video calls 

Beware 
of 

Sextortion 
Scam 





Legal Provisions:
• FIR will be registered against the fraudsters u/s 

308(2)/318(2)/318(4)/319(2)/336(2)/ 
336(4)/294/296/351 (2)/351(3)/351(4) of BNS r/w 
Sec. 66C/66D/66E/67/67A of Information 
Technology Act

Remedies available:
 Nationalized Cyber Crime 

Help Desk Number: Dial 
1930 to file complaint 

 Complaint through 
www.cybercrime.gov.in and 
https://cybercrime.gov.in/W
ebform/cyber_suspect.aspx

 Complaint to be filed at the 
nearest Police Station / Cyber 
Crime Police Station

 Complaint to be filed in 
Sanchar Saathi Portal 
(Chakshu) 
https://sancharsaathi.gov.in/
sfc/

Beware of Sextortion Scam 

http://www.cybercrime.gov.in/
https://cybercrime.gov.in/Webform/cyber_suspect.aspx
https://sancharsaathi.gov.in/sfc/


Customer Care Fraud



Fake Cashback 
Fraud / Reward 

Scam



Cyber Fraud in the name 
of I4C /CBI Official 



Fake Payment Scam 



Fake Hotel 
Booking Scam



CRYPTOCURRENCY 
SCAM 



Money Transfer / 
revert back Fraud 



Fake Insurance Fraud



Beware of UPI Scam

Modus Operandi:
• Receipt of fake message towards credit of

money in the bank account by the victim.
• The drafted message sent by the

fraudster with the intention to deceive
the receiver.

• The fraudster used the pressure tactics
and insist the receiver to return the said
fraud amount to an unknown UPI ID /
Bank account.



Fake Call Centre Fraud





Modus operandi
Payday Fraud: 
 Target are US Citizen
 Lured them to provide low-interest loans 

even if their credit score was low. 
 The customers were exploited by making 

them buy gift cards in the hope of a loan, 
later redeemed by the kingpin.

Amazon fraud: 
• The caller, pretending to be an Amazon 

representative
• Fraudsters threatened the customer that 

a parcel ordered by them had illegal 
items and that federal police would be 
informed. 

• Fraudsters asked a specific amount was 
obtained through a cash app or via an 
Amazon gift card to cancel the order

Microsoft Scam:
o The targeted people would get a pop-up

on their computers with a message that
the system was compromised and
provided with a number to make a call.

o The victim would get a link to download
an app that allowed screen viewing.

o Thereafter, money from the bank
accounts was fraudulently transferred to
mule accounts in the US and received in
India through hawala.

Anti-virus Scam:
o The targeted people would get a call that

the Antivirus installed in the computer
system is expired.

o The victim would get a link to download
an app that allowed screen viewing.

o The customers were exploited by making
them buy gift cards in the hope of
installation of Antivirus and remote Tech
Support, later redeemed by the kingpin.



Remedies available:
 Nationalized Cyber Crime 

Help Desk Number: Dial 
1930 to file complaint 

 Complaint through 
www.cybercrime.gov.in

 Complaint to be filed at the 
nearest Police Station / 
Cyber Crime Police Station

 Complaint to be filed at the 
concerned Bank

Legal Provisions:
• FIR will be registered against the fraudsters u/s 

308(2)/318(2)/318(4)/319(2)/336(2)/336(3)/61 (2) 
(b)/3 (5) of BNS r/w Sec. 66C/66D of Information 
Technology Act

http://www.cybercrime.gov.in/


Never post sexually 
coloured remarks / 

obscene content in Social 
Media Platforms

It’s a type of cybercrime and 
punishable under Sections 75 (2) 
& (3) / 79 / 294 (2) / 296 of BNS 

and Section 67/67A of 
Information Technology Act: 
Imprisonment for five years



Sexting is the combination 
of two words, Sex, and 

texting. So sexting 
basically means sending 

or receiving sexual 
messages.

Sexting is punishable 
as per Indian Laws



Sexting

It’s a type of cybercrime and punishable under 
Sections 75 (2) & (3) / 78 / 79 / 294(2)/296 of BNS 

and Section 67/67A of Information Technology Act: 
Imprisonment for five years



Hacking of Facebook/ 
Instagram / E-mail 

/WhatsApp accounts

It’s a type of cybercrime and punishable under 
Section 66 of Information Technology Act: 

Imprisonment for three years



Voyeurism

It’s a type of cybercrime and punishable under Section 77 
of BNS / Section 66E of Information Technology Act : 

Imprisonment shall not be less than one year and extend to 
three years



Never disclose sensitive 
information in social 

media platforms

Block the cyber stalker and 
report against the user in 

the Platform

Randomly never accept 
every friend request 

through online  

It’s a type of cybercrime and 
punishable under Section 78 
(2) BNS: Imprisonment for 

three years



Never browse Child Sexual 
Exploitative and Abuse 

Material (CSEAM) through 
online. 

It’s a type of cybercrime and punishable under 
Sections. 79 /Sec. 294 (2) /Sec. 296 BNS & Sec. 67/ 

67B of Information Technology Act: 
Imprisonment for five years



Identity theft / 

Creation of fake accounts in various 
Social Networking Platforms 

/IMPERSONATION
[Fake Facebook / Instagram / E-

mail account] 

It’s a type of cybercrime and 
punishable under Sections: 319 (2)/ 

336 (2) & (4) of BNS and Section: 
66C/66D of Information Technology 

Act: 
Imprisonment for three years



MORPHING  Never share your personal pictures
online publicly on social media
accounts

 Use watermark while sharing
pictures

 Use two factor authentication with
strong passwords for your social
media accounts

 If you observe your fake profile or
any such objectionable post on
social media, then file complaint at
Police Station or through online
(Cyber Crime Help Desk
Number: 1930)

It’s a type of cybercrime and 
punishable under Section: 319 

(2)/ 336 (2) & (4) BNS and 
Section: 66C/66D of 

Information Technology Act: 
Imprisonment for three years



Beware of Romance Scam

Be careful what you post 
and make public online

Never send money to 
unknown person

Don’t send intimate 
photographs / video files



Don’t click on unknown / 
suspicious links

Don’t join any 
unknown WhatsApp 
Groups or Telegram 

Channel

Don’t deposit / transfer 
money in any unknown 

bank accounts or UPI IDs

Beware of Like / 
Subscribe Scam 



Beware of Dating Scam / Matrimonial Fraud

Don’t share personal 
information 

Never share your sensitive 
personal photographs

Always be careful while 
dealing with ‘NRI’ profiles 
on matrimonial websites

Never deposit / transfer 
money in any unknown 

bank accounts



Criminal 
Intimidation

Punishable under Sec. 351 (2)/(3)/(4) of BNS





3 ways to report 
Cyber Fraud: 

1. Call 1930 to register any 
complaint about Cyber 
Crime

2. Contact the nearest 
Police Station to file your 
complaint

3. File your complaint 
online through 
www.cybercrime.gov.in

http://www.cybercrime.gov.in/


Documents needed for filing 
complaint: 

 Screenshots of the alleged 
contents/ profile

 Screenshot copy of URL of 
alleged contents

 Contents should be in the 
form of both hard and soft 
copy

 Soft copy should be given in 
CD /DVD / USB Drive



 If you encounter any suspicious online activities or
become victims of any kind of cyber frauds or crime, you
should immediately report such incidents promptly by
dialing Toll Free 1930 Cyber Crime Help Line or log
on to www.cybercrime.gov.in and register their
complaint without delay.

 You can also report suspected fraud numbers in the
CHAKSHU portal of Department of Telecommunication

 https://sancharsaathi.gov.in/sfc/ or
 cybercrime reporting portal of i4C, MHA
 https://cybercrime.gov.in/Webform/cyber_suspect.aspx.

http://www.cybercrime.gov.in/
https://sancharsaathi.gov.in/sfc/ 
https://cybercrime.gov.in/Webform/cyber_suspect.aspx




https://tafcop.sancharsaathi.gov.in/telecomUser/

https://tafcop.sancharsaathi.gov.in/telecomUser/


https://www.ceir.gov.in/Home/index.jsp

https://www.ceir.gov.in/Home/index.jsp




•Following steps are to be taken: 
Visit Sanchar Saathi portal at 
www.sancharsaathi.gov.in
•Click Citizen Centric Services and 
then click on 'Chakshu - Report 
Suspected Fraud Communication'.
•Select the medium and category of 
suspected fraud communication.
•Provide the details of suspected 
fraud communication. Screenshot of 
the communication received may 
also be uploaded which is optional.
•Verify your mobile number with 
OTP and enter your name.
•Click submit button to submit the 
request.

https://sancharsaathi.gov.in/


 Suspected or unsolicited communications received through call, SMS or 
WhatsApp which are intended for:-

a. cyber-crime
b. financial frauds
c. Impersonation
d. fake customer services
e. lottery offer
f. loan offer
g. job offer 
h. installation of mobile tower 
i. disconnection of services or KYC update / loan etc. or any other misuse. 
 Some of the suspected communication, received by the users, are related to 

frauds in the name of the following: 
 Expiry or deactivation of bank account
 payment wallet
 electric connection / mobile or SIM connection / gas connection 
 KYC update etc.



Customer care helpline
Impersonation as Government official / office or known persons 

/ relatives
Creating emergency in name of accident, custom duty violation 

etc.
Online job / lottery / product / gift / services offer
Sextortion
Loan / lending
Installation of mobile tower
Multiple automated / robo calls
Malicious links / website / URLs



https://www.cybercrime.gov.in/

https://www.cybercrime.gov.in/




Age 18 Yrs or Over



NON-CONSENSUAL INTIMATE IMAGE (NCII)

The tool works by generating a hash /digital fingerprint from intimate
image(s)/video(s) and then StopNCII.org shares the hash with
participating companies so they can help detect and remove the images
from being shared online.



https://takeitdown.ncmec.org/
Age less than 18 Yrs

https://takeitdown.ncmec.org/
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