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Cyber crimes, climate change new threats to human
rights: President Murmu

In her address at an event hosted by the NHRC here to mark the Human Rights Day, the President also underlined

that cyber crimes and climate change are new threats to human rights

Advertisement

Cyber crimes and climate change are
new threats to human rights,"
President Murmu said.

“The digital era, while being
transformative, had brought with it
complex issues such as cyber bullying,
deep fake, privacy concerns and
spread of misinformation,” she added.
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6.7L. SIMs, 1.3L IMFEIs suspected to be
linked to cybercrimes blocked: Govt |

Times NEws NETWORK

New Delhi: Around 6.7 lakh
SIM cards and 1.321lakh IMEIs
(international mobile equip-
mentidentity) suspected tobe
linked to cybercrimes have
been blocked by the govt till
Nov 15 this year, the home mi-
nistry informed Rajya Sabha
on Wednesday.

Detailing the mechanisms
put in placetodeal with cyber-
crimes, including digital ar-
rests, junior home minister
Bandi Sanjay Kumar said the
central govt and telecom ser-
vice providers (TSPs) have de-
vised a system to identify and
block incoming international
spoofed calls made by cyber-
criminals in recent cases of
digital arrests, “FedEx
scams” and impersonation as
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MHA REPORYT IN RAJYA SABHA

govt or police officers, among
others. “Directions have been
issued to TSPs for blocking of
such incoming international
spoofed calls,” Kumar said in
a written reply to a question
in the House.

The ministry said the ‘Ci-
tizen Financial Cyber Fraud
Reporting and Management
System’, under I4C, was laun-
ched in 2021 for immediate re-

porting of financial frauds
and to stop siphoning off
funds by fraudsters. So far, a
financial amount of more
than Rs 3,431 crore has been

saved in more than 9.94 lakh

complaints.

On infrastructure created
to prevent and counter cyber-
crimes, it said a cyber fraud
mitigation centre has been
set up within the Indian Cy-
ber Crime Coordination Cent-
re (14C), with representatives
of major banks, financial in-
termediaries, payment ag-
gregators, TSPs, IT interme-
diaries and state/UT law en-
forcement agencies.

Samanvaya was made ope-
rational from April 2022 to
serve as a joint management
information system plat-
form, data repository and a

coordination platform for LE-
As for cybercrime data sha-
ringand analytics. It provides
analytics-based inter-state
linkages of crimes and crimi-
nals. The module ‘Pratibimb’
maps locations of criminals
and crime infrastructureona
map to give visibility to juris-
dictional officers.

A suspect registry of iden-
tifiers of cybercriminals was
launched by I4C on Sept 10 in
collaboration with banks and
financial institutions.

Seven joint cyber coordi-
nation teams (JCCTs) have
been constituted for Mewat,
Jamtara, Ahmedabad, Hyde-
rabad, Chandigarh, Visakha-
patnam, and Guwahati, based
upon cybercrime hotspots/
areas having multi-jurisdic-
tional issues.




An organized online economic crime operated by cross-
border crime Syndicates

Other nomenclature:

= TRAI Phone Scam

=  Parcel Stuck at Customs
= Family Member Arrested
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BEWARE OF
PARCEL
SCAM

DON'T FALL FOR FAKE
DELIVERY NOTICES ('
ASKING FOR PAYMENT

OR PERSONAL DETAILS.

STAY VIGILANT AND
PROTECT YOURSELF

FROM FRAUD!
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Modus Operandi
= The fraudsters under the guise of law enforcement
officials or regulatory authorities like

CBI/TRAI/ED/Income Tax/Customs Department/
Mumbai & Delhi Police usually contacted a potential
victim through the following means:
= WhatsApp (+92 Numbers with DP of Senior
Police Officials)
= Calls through Skype (Having
Maharashtra Police / Delhi Police)
= E-mail (Spoof e-mails resembling Police
Organization)

Logo of

Methods Adopted

With an information that the victim has sent or
intended recipient of a parcel, which contains illegal
goods, drugs, fake passports or any other contraband
item.




Another Method adopted

The fraudsters are posing as
officials of TRAI, saying that his

/ her phone number was being
used to circulate illegal obscene

Modus Operandi

= The unsuspecting victims are made

to undergo “Digital Arrest” and
remain visually available over Skype
or other video conferencing
platform to the fraudsters, till their
demands are met.

False arrest warrant will be served
through WhatsApp/ mail.

The fraudsters are known to use
studios modeled on Police Stations,
Government offices, Fake Court
Rooms and wear uniforms / dresses
to appear genuine.

The Victim Persons are grilled for
hours & hours till transfer of money.




Transaction Processes

involved:

* Then money will be demanded to
compromise the case.
= Transaction Processes involved:
[Money transferred to a number of
bank accounts]
= Money transferred through
NEFT/ RTGS/IMPS [Internet
Banking]
= UPI
= Deposit through Cash / Cheque




Bengaluru journalist loses Rs 1.20 crore In
FedEX courier scam

Cyber fraudsters, posing as FedEx courier staff and a Narcotics Control Bureau official, told the woman
that they claimed to possess a parcel in her name that contained illegal items,

By: Express News Service
- NewsGuard I
Bengaluru | Updated: January 17, 2024 09:16 IST U G t
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Lucknow Professor Loses Rs 2.81 Crore In 'Digital Arrest’' Scam: How To
Stay Safe

A Lucknow professor lost Rs 2.81 crore in a 'Digital Arrest' scam. Learn crucial tips to protect yourself from
similar cyber frauds.

‘ Authored by: Shubham Arora | Updated Aug 16, 2024, 13:32 IST 0 ® @ @
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4 Taiwanese men among 17 held for ‘digital
arrest’ fraud in Ahmedabad

TNN / Updated: Oct 15, 2024, 08:13 IST | & suare | (&) ] [AA] [Forowus & |

Ahmedabad cybercrime branch arrested 17 people, including four Taiwanese nationals,
for running a "digital arrest’ racket. Victims were confined and forced to transfer large
sums of money. The racket involved using apps to transfer money to accoun ... Read Maore
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AHMEDABAD: Seventeen individuals,

including four from Taiwan, were
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J

arrested by Ahmedabad cybercrime

branch on Monday for allegedly

operating a nationwide "digital arrest”
racket.




I Digital arrest and Rs 7 crore heist: How Vardhman
Group head was tricked

The fraudsters used fake court orders and impersonated the Chief Justice of India to convince Oswal he was part of &
money laundering investigation

Vardhman Group CEO S P Oswal. (Photo Credit: Vardhman.Com)

@se Scenario: \

= Suspected in a money laundering

investigation

Fraudsters posed as CBI Officials
Serving of False Arrest Warrant
duly issued by ED

“Digital arrest” for two days
Direction to deposit Rs. 7 crore
into different bank accounts
Supreme Court order sent to
Oswal  appeared  authentic,
complete with the court's
emblem, bar code, and digital
signature

Fake Court Room of CJI

Arrest of 02 accused persons

= Recovery of Rs. 5 Crore

\from Assam /




Over 1,000 Skype IDs Blocked: Inside
the Government’s Battle Against ‘Digital
Arrest’ Scams

— Fake officials use Skype 1o enforce ‘Digital Arresis’
— Government blocks over 1,000 IDs to combat fraud

Government Issues Instructions To Block Thousands Of Mobile Phones To
Curb Cyber Fraud

The central government has entered mission mode to halt cyber fraud occurring across the country. The

Department of Telecom, police of different states, and the Home Ministry have collectively decided to block

28,200 mobile phones. Additionally, more than 20 lakh mobile numbers will be re-verified - Reports ETV
/ Bharat's Saurabh Shukla.

DIP & Chakshu: Government Launches
Powerful Weapons Against Cybercrime

DoT's new tools to combat cyber fraud: Digital Intelligence Platform & Chakshu on Sanchar Saathi

Operation Thiraineeku: Tamil Nadu
police arrest 70 cyber fraudsters in three
days

This large-scalfe operation was based on accused profifing through the NCRP (National Cyber
Crime Reporting) Portal and databases with the Indian Cyber Critme Coordination Centre ((<C)
and also through bank fund trail inkages establfished by Tfnancial daota analyvsis of
cyvbercrimminal networks, targeting those involved in 158 NCRF complaints.




sharing your
personal information

why a govt agency will
I H I “ K threaten you on the phone
by disconnecting the call &
reporting the scam on 1930

Arrested on a call
POLICE -
CYBER THUG?




Foreign Exchange Management Act (FEMA) &
Prevertion of Money Laundering Act (PMLA)
Ministry of Fimnc_g Dapt of Revenue

/
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ACKNOWLEDGEMENT LETTER FROM FINANCIAL DEPARTMENT

MUMBAI CRIME BRANCH AND CENTRAL BUREAU OF INVESTIGATION

MONEY LAUNDERING CASE Mrs. SAROJINI BRAHMA Indian Nationality number 4367 0171 9350
suspected for money laundering and drug dealing case. That person bank accounts to be verified
with financial and CBI department of India. The person bank accounts having legal amount
transferred to financial department and the amount will be verified and refunded after the
verification of 15 minutes of investigation time. { If having some illegal transactions in bank account
we don‘t transfer the money back to the same account }

’

1.Three types of cases are charged against this person. money laundering, drug dealing, and smuggling.

2.We have a suspect that the accused person has linked with international criminal Mohammad
islam malik {nawab malik} suspected person also suspect for receiving an illegal amount in her
account.

3.This person bank accounts and bank amount to be fully verified by the CBI department and financial
department.

4.In-case of misunderstanding ,if the person does not want to verify her bank accounts and account
funds,immediately email to the RBI department for freezing of all accounts and all the account funds and
send her the order of property detention and arrest warrant. also within 1 hour take her to the custody.

5.The case will be proceeding under the section shall be deemed to be judicial proceeding within the
meaning of section 193 {PMLA - PREVENTATION OF MONEY LAUNDERING} and section 228 of the Indian
penal code {IPC} ,you will be processed under the {CRPC - 436A} session of judicial division

within one hour. This is approved by CB! and crime branch Department.

6. IPC INDIAN PENAL CODE

The case against the person falsification of accounts and receiving the illegal amount under the act of
477 CRPC - PMLA 45 (PREVENTATION OF MONEY LAUNDERING ACT) it carries the same Punishment as
act of 477A which is imprisonment of 7 years with 20 lakhs of fine.

D rt t officials involving in this case.

L

1.MILIND BHARAMBE D.C.P {CYBER CRIME}
2.NITIN PATIL IPS {CRIME BRANCH COMMISSIONER}

3.GEORGE MATHEW IPS {FINANCIAL DEPARTMENT}
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in The Courts Of Judicial Magistrate Of First Class Mumbai

State Vs Mrs. SAROJINI BRAHMA
Andheri East Police Station , Mumbai
Crime No. 168/2024

Warrant Of Arrest

To,
The Police Officer In Charge Of,
Andheri East Police Station , Mumbai

Where as Mrs. SAROJIN! BRAHMA Aadhar No: 4367 01719350 stands charged with the
offense of Section 45-PMLA, CRPC - 436A, Act of 1957 of 1PC, Concern With Drug Dealing

And Money Laundering Crime.

A Accused And To Produce

Are Hereby Directed To Arrest The Said Mrs. SAROJINI BRAHM
My Hand And Seal of

Her Before Me On Or Before 21/11/2024 Here In Fail Not. Given

This Court.

4 Qi

(Anurgg Sain)

Judicial Magistrate F.C
District Court Mumbai
Date. 21/11/2024

Fake Arrest Warrant




Beware of Digital Arrest

ﬁemedies available: \

» Nationalized Cyber Crime

Don,t Panic Help Desk Number: Dial
p b

There is no concept of 1930 to file complaint

- . » Complaint through
Digital or Virtual arrest www.cybercrime.gov.in

in the Indian Law » Complaint to be filed at the
nearest Police Station /

.« Cyber Crime Police Stati
Legal Provisions: DL BITIE L On et

» Complaint to be filed at the
« FIR will be registered against the fraudsters u/s \ p /

308(2)/318(2)/318(4)/319(2)/336(2)/336(3)/351 (2)/ concerned Bank

351(3)/351(4)/61 (2) (b)/3 (5) of BNS r/w Sec. 66C/66D
of Information Technology Act

\\



http://www.cybercrime.gov.in/

Beware... No risk, high return tips cost Rs 37
crore to investors

‘,-;-,-p 9, 2024, 22:15 15T | i~ SHARI | [Ifl :I] [,“u"&.] ||c-|luw us '_',l |

Bhopal: In recent months, the state
capital has witnessed a sharp rise in
cyberfraud cases, with scammers luring

unsuspecting victims into boqgus stock Investment Fraud

market investment schemes. Promising

high returns and leveraging the growing

interest in online trading, fraudsters use

exploiting digital platforms to siphon off

money from individuals eager to invest.

The cybercriminals utilise WhatsApp or Telegram groups to carry out their scams.

\\ / Trr Eooxomic TIMES News
Englsh Edition « | Today's ePaper

Bengaluru techie cou ple Ioses ?1'53 = Home [JETPrime Markets [j|MarketData News Industry Rise Politics Wealth MF Tech Careers Opinion NRI Panache Luxury Videos 3
crore in investment scam, cops recover
1.4 crore: Report

ecoded Web Stories Morning Brief Podcast Newsblogs Economy » Industry ETExplains Politics More «

How a woman stock trader lost Rs 7.6 crore in
share market investment fraud




I ED: Retired army officer duped of Rs 45 cr
in investment fraud case

ED said that probe revealed that the accused falsely claimed to have been running a firm with a

valuation of Rs 200 crore

Registered

Mumbai Cyber Fraud: 49-Year-Old IT Professional Duped Of Z1.16
Crore In Share Market Investment Scam In Just 4 Days, Case

Kerala man loses Rs 7.55 crores after falling for
online investment scam

A businessman from Cherthala, Kerala, lost Rs 7.55 crores in an elaborate online
investment scam. The police are investigating the case and have i1ssued warnings to the

public to be cautious of such fraudulent schemes.

“\\



4 Axis Bank officials among 8 held for Rs
97-cr investment fraud in Bengaluru

The Bengaluru cybercrime police cracked a case of online fraud involving investment and
trading and arrested eight people, including four officials from Axis Bank.

7

10 held in China-linked Rs 6 crore investment
fraud

THNN / Updated: Sep 30, 2024, 07:17 IST [ £ SHARE ] [lm LOw us & ]

In Bengaluru, ten men were arrested for allegedly defrauding people from 21 states out
of Rs & crore by promising high investment returns. Police seized various items including
maobile phones and debit cards. The gang's handlers were based in China. The
masterminds are local residents with varying educational backgrounds.

\

G raudsters floating advertisement in
various Social Media Platforms for
an “investment expert” /
“Investment gurus” on stock
market trading along with a link.

After clicking the link, he was added
K to a WhatsApp /Telegram group. Y,

/

Fraudsters lured the victim with
“expert guidance” to obtain high
returns on investments in the stock
market and a “joining bonus” in

crypto currency trading.

o




/Hindrances for LEA \

v' The bank accounts used by fraudsters to siphon money from
victims are often "mule" or hired accounts.

v Funds received from victims are quickly converted into USD, then
further transformed into cryptocurrency, and ultimately withdrawn
at various international locations, including Dubai, China, and
Hong Kong.

v WhatsApp groups and Telegram channels used for these activities
are frequently operated from regions like Cambodia and Hong

Kong, making it even harder for police to trace and intercept these

cross- border fraud networks. J

\




Stock market fraud via WhatsApp, Facebook,
Telegram: Two investors lost over Rs 3 crore; how
to identify scam and protect yourself

By Anulekha Ray, ET Online « Last Updated: May 25, 2024, 02:36:00 PM IST

Synopsis

Two incidents were reported in a week
of individual investors allegedly losing
over Rs 3 crore in two different stock

market frauds. Such scams are on the

rise and common people end up losing
their savings to them. How can you
identify when a fraudster is trying to

N

Man loses 4.5 cr. to stock market
investment fraud in Bengaluru

The Hindu Bureau
BENGALURU

A 77-year-old man lost his
life’s savings of ¥4.5 crore
to a stock market invest-
ment scam, in one of the
most common forms of on-
line cybercrimes that con-
tinue unabated, senior pol-
ice officer say.

The victim, a resident of
Bengaluru’s Rajajinagar,
filed a complaint with the
north division cybercrime
police on Friday, following
which efforts are on to
freeze the bank accounts
to stop transactions.

In his complaint, the
victim said he got a call
from an unknown number
offering investment in

Stock market investment scam is one of the most common forms of
cybercrimes continuing unabated, police say. GETTY IMAGES

stocks for high returns in
the first week of March and
was even offered training
on how to make right in-

vestments for better
returns.

The victim agreed and
joined the WhatsApp

group having many peo-

ple. The group admin used
to take a one-hour class ev-
ery afternoon for a few
days to teach the members
on how to invest in stocks
and block trading at the
right time for Dbetter
results.

A few days later, the ac-

cused proposed to the vic-
tim an offer of bulk stocks
with up to 40% discount
and shared a link to invest.

Excited by the offer, the
victim followed the in-
structions and transferred
%3.6 crore online and with-
in a few days, the website
was showing a total
amount of I5.7 crore.
When the victim tried to
withdraw the money, the
accused asked him to pay a
commission of ¥72 lakh.

The fraud came to light
when the victim tried to
withdraw the money, but
he could not. The police
could not track the tran-
saction details as it was a
weekend and bank
holiday.




One Case Study:
Victim received a message on WhatsApp from an
unknown number.
Invitation to join a WhatsApp Group e.g., “Stock
Vanguard 1507, “Vanguard Club V5~
Victim was added in various WhatsApp Group like:

“Stock Vanguard (XM-5)”

Accused under the name: “Professor Ganesh Ranga”
conducted video conference on WhatsApp and imparted
knowledge on stock investment.

The victim was asked to login a website to know the
status of investment / stock like: "app.alicexa.com".




Fake Investment App
Graphs showing high
return




MO adopted by accused:

= The website looked genuine and gave updates on
various stocks, the prices, details of stock purchases,
sales and transactions.

= To withdraw the invested money, the victim was asked

to pay 15% tax.

= The victim was asked to deposit 30% of their balance as
a refundable deposit.

= The victim was then asked to pay 1% of the total
portfolio value.

\\




Beware of Investment Fraud

Modus Operandi

Greediness and ignorance is the main reaso
behind the said type of Cyber Crime.

Mutual Funds and IPO allotments.
promising high returns on investments in a short
duration.

« 2nd; Fraudsters designed fake investment platform

money.

the victim and lured them to invest more amount o
money to the tune of lakhs & Crores,.

« 15t Inducement to join WhatsApp and Telegram groups

which will display high returns and high valued wallet

- grd: Fraudsters shared the link of those Platforms to

a

« Fraudsters lured gullible public of high returns in a
short time with investments in stock markets, shares,

S

Remedies available:

» Nationalized Cyber Crime
Help Desk Number: Dial
1930 to file complaint.
Complaint through
www.cybercrime.gov.in
Complaint to be filed at the
nearest Police Station /

Cyber Crime Police Station.
Complaint to be filed at the
concerned Bank.

Legal Provisions:

f/

\

FIR will be registered against the fraudsters
u/s 308(2)/318(2)/318(4)/319(2)/336(2)/
336(3)/61 (2) (b)/3 (5) of BNS r/w Sec.
66C/66D of Information Technology Act
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' Be aware of online job
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Modus Operandi

= The fraudster will send a small amount,
typically around 5,000, to the victim’s bank
account through UPI.
This unexpected deposit would trigger a
notification via an SMS, prompting a person
to check the balance in his/her account.
The scammer then immediately initiates a
withdrawal request by sending a suspicious
malware driven link.
When the victim out of curiosity clicks on the
said link and enter the UPI PIN / MPIN to .
verify the deposit, the fraudulent withdrawal Jumped Deposit Scam

gets approved and a higher amount of money
will be deducted.

Never click on any suspicious link
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BEWARE A /

Exercise Caution with .exe Files

Unknown/ suspicious Files ?
that end in .APK or .EXE

Stay Safe, Stay Vigiliant
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5 Messages and calls are end-to-end encrypted.
No one outside of this chat, not even WhatsApp,
can read or listen to them. Tap to learn more.

+91 99293 27808

~ Pm Kishan Yogna

Not a contact - No common groups

rom online._en_en_e... ¥,
5.0 MB - APK

& Message

08:39

? 0847 W
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Fraudsters use APK Files for
installation of Malware into the devices

J

Install Aegueer gfag App &

y HAUSRT Yferd.apk

APK
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Today
Dear Value Customer e iy ooy b Ry I
B.0. Rewards ({ Rs 6580.00 ) B S
s Successfully Activated & Will Expire Today | Now Redeem
hrough B.o. Rewards Apk Install & Claim Your Reward By Cash Deposit in
our Account
hanl{ }.'Elu +91 98797 31428
~Sbi Credit Card Service
eam - BOI
Not a contact - Business account
Block Add
Hi 5.51pm
. . -
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BEOl Mobile Digital T12.apk

Express Money Payment.apk

PR EISHAR_1.20_clone.apk

PP_Helth Card Apply.apk

D000

SBl YOO REWARDSE .apk

Your own defaule timer.

P Online Gail Gas Bill Update
sl PDF apk

CICI Bay,

+916205 365 546
~IDIGTAL PRENUER

~ Axis Bank

'

B Pnb Aadhar
= update10.apk
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Frauds relating to

5 Messages and calls are end-to-end encrypted.

No one outside of this chat, not even WhatsApp, o [ ) [ ]
S e e Sideloading /Third Party

+91 99293 27808

~ Pm Kishan Yogna

Not a contact - No common groups

Malware and Viruses Data Leakage Unpatched Vulnerabilities
@ PM Kisan Registration @ zA
® From online._en_en_e.. e
5.0 MB + APK |
Increased Attack Surface  Compromised Device Performance Privacy Risks

* 08:47

& Message
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ﬂ +91 98797 31428

Today

@& Messages and calls are end-to-end
encrypted. No one outside of this chat, not
even WhatsApp, can read or listen to them.

+91 98797 31428

~Sbi Credit Card Service

Not a contact * Business account

Block Add
g [——

SBI BANK CREDIT @
CARD.apk

\\

&

Never download APK Files /3rd
Party / Side-loading applications

Your messages, contact

information, banking related
data & other valuable

information from the mobile
phone will be hacked.

@ -~ Axis Bank
 Forwarded

HTHSIULapk
- Pnb Aadhar =3 sam _ 2

update10.apk
3 S MB - 85K



2 > VirusTotal - Home * + - - >
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Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

FILE URL SEARCH EI

—
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[ Choose file ]

By submitting data above, you are agreeing to our Terms of Service and Privacy Policy, and to the sharing of

https://www.virustotal.com
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Fake Loan App Fraud

THESE LOAN APPS ARE LEARNT TO HAVE BEEN
A HOSTED FROM HOSTILE FOREIGN ENTITIES

Walma Finance

o
W Fmrumiten
3.7% 10T+ [£2]
o dfor 3+ @

=N MoneyTap - Personal
m Loan
MONEY TAP FINANCE INDIA
PRIVATE LIMITED

a3 10T+ 8%
Rated for 18+ @

Please verify User caution Always avail loans
details before is suggested from RBI regulated
engaging entities

Iinstan

Legend Rupee

Tatharth Leasing Finance Pvt.Ltd.

4.2 100K+ 3+
3 Download

Candy Cash

DEALING BENEFICIAL FINANCIAL
SERVICES PVT. LTD.

ERES 100K+ 3+
Download 1 for

Please verify User cavtion Always avail loans
is suggested from RBI r.'e.gulafed
entities

details before
engaging



Loan Apps are unauthorized app. or

unregistered NBFCs.

Check the

details of Non Banking Financial

Companies (NBFCs) on
https://rbi.org.in/scripts/bs nbfclist.aspx

/

\_

Use Sachet ;
on-line com

~

portal https://sachet.rbi.org.in to file an
plaint

Use www.cy!

hercrime.gov.in to file complaint

/



https://rbi.org.in/scripts/bs_nbfclist.aspx
https://sachet.rbi.org.in/
http://www.cybercrime.gov.in/
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Beware
of
Sextortion

N
“Would you
Dick up this

| u_nknown
VI(IeaI{caII?

Avoid picking unknown

online video calls




DON’T POST TOO
MUCH PERSONAL
INFORMATION

USE YOUR SOCIAL USEA
MEDIA PRIVACY NICKNAME ON
SETTINGS DATING SITES

" HOW TO PREVENT |
O SEXTORTION O

NEVER ACCEPT
UNKNOWN FRIEND
REQUESTS

DON'T CLICK
ON LINKS OR
DOWNLOAD FILES

INSTALL GOOD
ANTIVIRUS
SOFTWARE

COVER YOUR
WEBCAM

; g y b :

ﬁ EABR : (f _Tvl',n'(‘ : ¢
MINSTRY CF "aimo 11
HOME AFFAIRS oot HOC

- . Camtrn - o

BEWARE OF
SEXTORTION
SCAMS

* Avoid clicking on links from unknown or
suspicious sources.

* Cover your webcam when it is not in use
to prevent unauthorized access.



I Beware of Sextortion Scam 1

SEXTORTION'S @
GROWING THREAT

SEXTORTION, WHERE VICTIMS ARE BLACKMAILED
USING COMPROMISING CONTENT (REAL OR FAKE), IS
ON THE RISE. THIS TACTIC INCREASINGLY TARGETS

YOUNG MEN AND EVEN CYBERSECURITY
PROFESSIONALS.

r_

Legal Provisions:
« FIR will be registered against the fraudsters u/s
308(2)/318(2)/318(4)/319(2)/336(2)/

336(4)/294/296/351 (2)/351(3)/351(4) of BNS r/w
Sec. 66C/66D/66E/67/67A of Information

Technology Act
¥ \

@medies available: \

» Nationalized Cyber Crime
Help Desk Number: Dial
1930 to file complaint

» Complaint through
www.cybercrime.gov.in and
https://cybercrime.gov.in/W
ebform/cyber suspect.aspx

» Complaint to be filed at the
nearest Police Station / Cyber
Crime Police Station

» Complaint to be filed in
Sanchar Saathi Portal

(Chakshu)

https://sancharsaathi.gov.in/
ste/



http://www.cybercrime.gov.in/
https://cybercrime.gov.in/Webform/cyber_suspect.aspx
https://sancharsaathi.gov.in/sfc/
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Go gle Bhim Customer Care Number | Q

QM BNews @Maps OShoppng Eimages iMore  Setngs  Tools Beware of

Customer Support
Scams:

NEVER

i . Fake Bhim Customer Care
CALL #bnimupi hashtag on Twitter Number Never cal This
hitps:/fwitter.com » hashtag » bhimupi » :

:> #bhimup customer care number=08927406129==06203372809= HD FC Bank Canara

Bank Stale Bank Punjab Natonal a0k 1 Bk a robem SoNe. NEVER ALLOW REMOTE

ACCESS OR GIVE
PAYMENT INFO TO
UNKNOWN CALLERS.

BHIM - Making India Cashless | Download BHIM App For ...
htps: /sy bhimupi org in v @ Orignal Website

BHIM i an infiafve to enable fast secure, reliable cashless payments through your mobie
phone. BHIM is interoperable wih ofher Unfied Payment Inferface .

You've visited this page 2 times. Last visit 15119

{ Customer Care Fraud }




Fake Cashback
Fraud / Reward

Scammers make fake
reward promises.
Protect your info.

LCLICK HERE

If it sounds too good to
be true, it probably is a
SCAM

Do no click any link or
give info to unknown
numbers




:\yxm‘f’oﬁgém- Rajesh Kumar, CEO of the Indian Cyber Crime Coordination Centre:

S \NYERPofin o d:-md Bureau of investigation (CBI) which s the National Nodal Agency

captured : |, hereby nofify you of a computerized selzure of Cyber-infiliration
on your internet protocol address (IP) in relation fo the following analysis:-

**CHILD PORNOGRAPHY
**PEDOPHILA

**CYBER PORNOGRAPHY
**EXHIBIT

*GROOMING

The Criminal Code Of India Section 14 of the POCSO Act 2012, Section 292, Section 67A, and
Section 678 of the information Technology Act. of 2000 criminaiizes the publication of
transmission of sexually explicit acts or conduct In elecronic form of Juvenile pomography
and is punishable on first conviction by imprisonment.

The Central Bureau of Investigation (CB ond Indion Cybercrime Units perform on
investigative role against victims through the fechnology of Information, suggests, Possess,
produce, disseminate or access child porographic images ond matedals within our teriory.

The Govemment has also given a number of slq?s o be lhdmnied by Intemet Service
Providers (ISPs) to protect children from sexual gbuse oniine. These, inter-alio include:

o v mm——rmand

P

Blocking of websites containing extreme Chid sexual Abuse Materal (CSAM] bosed on
INTERPOL's “Worst-of-list” shared periodically by Central Bureou of Investigafion (CBI) which is
the National Nodal Agency fof Inferpol: The fist is shored with Depariment of
Telecommunications (DoT), who then directs major ISPs fo biock such webslites

For discrefion sake, | decided fo reach you privately before fransferring your case fies fo the
Justice prosecutors for immediate prosgcuhon. ' -

with immediate effect. respond to lh!smes.og.e and state your justifications for g furthes
review before appropriate sanctions wil be impose within 24 hours.

Fallure to respond within 24 hours from now., the prosecutor will establish an arest waran
against you through the closest Police Station.

Alter prosecufion, your infarmation wil be sent 10" the National Register for minor Se
Offenders, associations fighting ogeinst PEDOPHIUA and fo the mMedia for publication.

- '

Respond immediately

o

Cyber Fraud in the name
of I4C /CBI Official

~

J




Fake Payment Scam

BEWARE OF | s
FAKE '
PAYMENT SCAM

8hoppers, enticed by alluring promotions, eagerly make
purchases and provide thelr payment detalls. However,
once the transaction is complete, thelr orders
mysteriously disappear. The unfortunate victims may
encounter various outoomes:

" Fhoto

7

Ky hua
* Nothing at all: The most prevalent pesult, leaving Sir
them empty-handed.
* Cheap knock-offs: Inferior replicas crafted from
subpar materials,
* Used or damaged goods: Items arrive in poor
condition, far from expectations.
* Wrong items: Completely unrelated to their original
purchase. A frustrating twist Indeed.

Have not got ur amount

And why its showing 500077

Dress price Is only 1350



/K} Mumbai: IT consultant director loses Rs 3.84
Lakh in online hotel booking scam

A~ SHAR(’] [rouow us fﬂ]

New For You Airport police that registered the case said the victim, PK
Javed (48), realised that he was duped when he rushed to the
hotel to verify and check the online booking he had made by
calling on the number that showed belonged to the hotel and
learned that he was duped by an online fraudster,

V Narayan / TNN / Oct 8, 2023, 19:32 IST

Read Less
Finger in every pie?

'‘Double voters' press

button where they are an

Fake Hotel
Booking Scam

Congress wanted to spend
15% of Budget on Muslims:
PM Modi



Bitcoin Investment .’ jl
Schemes Tl; @._

Phishing Scams @ Investment Scams

Fake Apps Giveaway Scams

Rug Pull Scams

®% Fake Crypto Exchanges

Man-in-the-middle Attack q

Employment Offers and

Fraudulent Employees Blackmail Scams

CRYPTOCURRENCY




— €T
=
o Madam plz chexk
3 Wheather u got
el 13,500

Bymistake
-—

Yes, | got 13,500..!!

o)
|: Share your account details.. Money TranSfer /
=
g | shall transfer 10,000 back to you revert b aCk Fraud

Beware of money transfer scam

Scammers contact you, claiming they mistakenly
sent you money and ask you to send it back
quickly, saying it's an emergency. It's a scam.

CAUTION




PARTNERSINCRIME ©

A gang of six may have claimed at least 150 insurance policies in
Gurugram through an elaborate fraud, police say

MODUS OPERANDI

DATA STOLEN | FAKE DEATH SAFETY NET

Through connections CERTIFICATES The gang targeted

at hospitals, banks | The accused created | people with policies
andgovtdepts, | around300bank | up to Rs 30 lakh as Fake Insurance Fraud

the gang got accounts in the insurance
insurance policy name of a patient's | companies don't

details, Aadhaar nominee and forged | carry out physical
numbers and other | death certificates | verification for such

details. to claim insurance | claims.

Four of the six accused have been arrested and search
is on for the remaining two.




< +917978706981

Your a/c no. XXXXXXXXXXXX is
credited for Rs.10000.00 on
01-11-2024 from a/c no.
XXXXXXXXX4253(UPI Ref no

361729385351)

Your a/c no. XXXXXXXXXXXX is
credited for Rs.20000.00 on
01-11-2024 from a/c no.
XXXXXXXXX4253(UPI Ref no

361729385351)

\\

Edit

Beware of UPI Scam

Modus Operandi:

Receipt of fake message towards credit of
money in the bank account by the victim.
The drafted message sent by the
fraudster with the intention to deceive
the receiver.

The fraudster used the pressure tactics
and insist the receiver to return the said
fraud amount to an unknown UPI ID /
Bank account.




Fake Call Centre Fraud




Ludhiana: ‘Fake’ call centre duping US
citizen busted, 9 held

By HT Correspondent, Ludhiana

e T A A DA e Festival of
Aug 23, 2024 10:32 PN -
Aug 23,202 2 PMIST L O @ D Gifts

The Sadar police of commissionerate uncovered an
allegedly fraudulent call centre duping US nationals by

posing as software engineers and technical support

providers, officials said on Friday. Accused for running fake call center; in the custody of Sadar police in Ludhiana on
Friday, August 23, 2024. (HT Photo)

Two fake call centres duping US citizens busted in
Mohali, 155 held

Chandigarh, May 17 The Cybercrime Division of the Punjab Police has busted twwo _fake
call centres running in Mohali and arrested 155 employees of these centres_for making
fraudulent calls to people living in the US and duping them, said...

Lucknow Police Crack Down on Fake
Call Centre: 12 Gyber Fraudsters Held




ﬂodus operandi

Payday Fraud:

» Target are US Citizen

»= Lured them to provide low-interest loans
even if their credit score was low.

= The customers were exploited by making
them buy gift cards in the hope of a loan,
later redeemed by the kingpin.

Amazon fraud:
* The caller, pretending to be an Amazon
representative

* Fraudsters threatened the customer that
a parcel ordered by them had illegal
items and that federal police would be
informed.

« Fraudsters asked a specific amount was

obtained through a cash app or via an
Amazon gift card to cancel the order J

\

Microsoft Scam:
o The targeted people would get a pop-up

on their computers with a message that
the system was compromised and
provided with a number to make a call.

o The victim would get a link to download
an app that allowed screen viewing.

o Thereafter, money from the bank
accounts was fraudulently transferred to
mule accounts in the US and received in
India through hawala.

Anti-virus Scam:

o The targeted people would get a call that
the Antivirus installed in the computer
system is expired.

o The victim would get a link to download
an app that allowed screen viewing.

o The customers were exploited by making

them buy gift cards in the hope of
installation of Antivirus and remote Tech
Support, later redeemed by the kingpin.




|

Legal Provisions:

FIR will be registered against the fraudsters u/s

308(2)/318(2)/318(4)/319(2)/336(2)/336(3)/61 (2)
(b)/3 (5) of BNS r/w Sec. 66C/66D of Information
Technology Act

/Remedies available: \

» Nationalized Cyber Crime
Help Desk Number: Dial
1930 to file complaint

» Complaint through
www.cybercrime.gov.in

» Complaint to be filed at the
nearest Police Station /
Cyber Crime Police Station

» Complaint to be filed at the
concerned Bank

\\

o /



http://www.cybercrime.gov.in/

4 N

Never post sexually
coloured remarks /
obscene content in Social
Media Platforms

o /

/

4 It’s a type of cybercrime and N
punishable under Sections 75 (2)

& (3) /79 / 294 (2) / 296 of BNS
and Section 67/67A of

Information Technology Act:

\\ Imprisonment for five years J

HARASSWENT




Sexting is the combination
of two words, Sex, and
texting. So sexting
basically means sending
or recetving sexual
messages.

Sexting is punishable

as per Indian Laws




4 N

It’s a type of cybercrime and punishable under
Sections 75 (2) & (3) / 78 / 79 / 294(2)/296 of BNS
and Section 67/67A of Information Technology Act:
Imprisonment for five years

\_ %




Hacking of Facebook/
Instagram / E-mail D5EQ’§; ;tw <,
/WhatsApp accounts |4

I
D
e — =
-

-

\_

It’s a type of cybercrime and punishable under
Section 66 of Information Technology Act:
Imprisonment for three years

/




Voyeurism |

It’s a type of cybercrime and punishable under Section 77
of BNS / Section 66E of Information Technology Act :

Imprisonment shall not be less than one year and extend to

/

\ three vears



4 )

Randomly never accept
every friend request
through online
(N /

Never disclose sensitive
information in social

7 5 media platforms )
It’s a type of cybercrime and\ e ~
punishable under Section 78 Block the cyber stalker and
(2) BNS: Imprisonment for report against the user in
K three years )L the Platform )

\




Never browse Child Sexual
Exploitative and Abuse

Material (CSEAM) through
online.

\_

It’s a type of cybercrime and punishable under
Sections. 79 /Sec. 294 (2) /Sec. 2906 BNS & Sec. 67/
67B of Information Technology Act:
Imprisonment for five years

~N

%

\\



Identity theft/ 7 wke G
Creation of fake accounts in various T "S%ng'
° ° TheGiniKhan '
Social Networking Platforms I o s Wil
/IMPERSONATION .
[Fake Facebook / Instagram / E-

mail account]

/
>L It’s a type of cybercrime and \

punishable under Sections: 319 (2)/
336 (2) & (4) of BNS and Section:
66C/66D of Information Technology
Act:

Imprisonment for three years

\_ /
\\

L rbor;b(




MORPHING KN ever share your personal pict@

, J online publicly on social media
accounts

| » Use watermark while sharing
) pictures

» Use two factor authentication with

ORIGINAL § UERFEARE strong passwords for your social
- media accounts
‘ ) ~N » If you observe your fake profile or
It's a type of cybercrime and any such objectionable post on
punishable under Section: 319 . . . .
(2)/ 336 (2) & (4) BNS and social media, then file complaint at
Section: 66C/66D of Police Station or through online

Information Technology Act:

, (Cyber Crime Help Desk
Imprisonment for three years
Number: 1930)
\_ %
\\




e ™
Be careful what you post

and make public online
N J

s N
Don’t send intimate
photographs / video files
.

J

e )
Never send money to

unknown person
N J

Beware of Romance Scam

\\




N B
Beware of Like / Don’t click on unknown /
Subscribe Scam suspicious links

6. +7 777 940 2411

1803 -
What kind of video are they . — / \

, [ [
¢ Don’t join an
https.//www.youtube.com/watch?v=
Z25DIKnvmiwo

unknown WhatsApp

VWL Y
fFHO laxXFF8
3

S R —- Groups or Telegram
e e SUBSCRIBE
Fwatohrve 2 SO IWOy oy Channel - oe=m

i i . Z 50/ fo
please click the link dear ot k / e
are you done dear . _- Qc 1 Subsc
o~
=2 .

The CHANEL 22 Bag Campaign —
CHANEL Handbags

= oo =

Don’t deposit / transfer

money in any unknown
= . bank accounts or UPI IDs




Don’t share personal
information

Never share your sensitive
personal photographs

" Always be careful while

dealing with ‘NRTI’ profiles
. on matrimonial websites

Ve .
Never deposit / transfer
money in any unknown

N bank accounts y

Beware of Dating Scam / Matrimonial Fraud
\\




I
| Criminal ' . o S%
Intimidation Cl‘l!nl!\(ll .
Intimidation

Punishable under Sec. 351 (2)/(3)/(4) of BNS




E CYBER SAFE )

pIAL 1930
FOR ONLINE FINANCIAL FRAUD AND

REPORT ANY CYBERCRIME AT
WWW.CYBERCRIME.GOV.IN




3 ways to report
Cyber Fraud:

1. Call 1930 to register any
complaint about Cyber
Crime

2. Contact the nearest
Police Station to file your
complaint

3. File your complaint
online through
www.cybercrime.gov.in



http://www.cybercrime.gov.in/

Documents needed for filing\

complaint:

= Screenshots of the alleged
contents/ profile

= Screenshot copy of URL of
alleged contents

= Contents should be in the

To Report And Prevent

form of both hard and soft CYbe r Fraud

copy
* Soft copy should be given in

CD /DVD / USB Drive 1 9 3 0
/ Dial




ﬁlf you encounter any suspicious online activities m

become victims of any kind of cyber frauds or crime, you
should immediately report such incidents promptly by
dialing Toll Free 1930 Cyber Crime Help Line or log
on to www.cybercrime.gov.in and register their
complaint without delay.

= You can also report suspected fraud numbers in the
CHAKSHU portal of Department of Telecommunication

= https://sancharsaathi.gov.in/sfc/ or

= cybercrime reporting portal of i4C, MHA

= https://cybercrime.gov.in/Webform/cyber suspect.aspy

\



http://www.cybercrime.gov.in/
https://sancharsaathi.gov.in/sfc/ 
https://cybercrime.gov.in/Webform/cyber_suspect.aspx

¢« > (C 25 sachetrbiorg.in A -g

07:52:54 AM Thursday, May 16 2024 =

This siteis als0  pssamese | Beng Enalish |  Guisrati in ¢ a | Malayalam | Marat odia | Puni . elugu | Urds ;
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An SLCC initiative

A AboutUs Investor Awareness FAQs

Please click here for Latest Information / Vide

Joining File a Complaint 6
money chain schem:

may put you
in pain.

Track your complaint 5,

Invest wisely. | . "
Safety First, Returns Later Help your Regulator )

BE ALERT, STAY SAFE.




https://tafcop.sancharsaathi.gov.in/telecomUser/

("% ' TAFCOP x —+
O Ej https://tafcop.sancharsaathi.gov.in/telecomUser/

= C

@ Getting Started O Cisco Webex Meeting...

| FedVTE Login Page @) Digital 2022: Global Ov... [l OSINTpart2 @ WhatsApp W (15) Home / Twitter ™ Inbox (17,625) - aksha...
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w @ 9

D (2 Feed | Linkedin
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GOVERNMENT OF INDIA MINISTRY OF COMMUNICATIONS AR TR RN COLEENT. O®®  sousred by Google Translate
< ' b ™ Tame
DEPARTMENT OF ) ( naagoan G288 L5 €9
TELECOMMUNICATIONS e .
. SANCHAR SAATHI ABOUT FAQ
TAFCOP
Li Know the number of connections issued in your name by logging in using your
- mobile number
g
10 digit Mobile number
>
-1
86931 Iy ] '
98693 cleicia Hy B
requests =) =
received

Enter Captcha

Validate Captcha

X

>> [ Other Bockmarks



https://tafcop.sancharsaathi.gov.in/telecomUser/

https://www.ceir.gov.in/Home/index.jsp

x I % — X
S C O B https://www.ceir.gov.in/Home/index.jsp B &% O ) =
@ Getting Started O Cisco Webex Meeting... .| FedVTE Login Page @) Digital 2022: Global Ov... [l OSINTpart2 ® WhatsApp W (15) Home / Twitter ™ Inbox (17,625) - aksha... [I3) (2) Feed | LinkedIn >> [ Other Bookmarks

HRA PR HOR T uTeT
GOVERNMENT OF INDIA MINISTRY OF COMMUNICATIONS SKIP TO MAIN CONTENT Q A < '—!-i
geaaR faum N NP G2 Vi
india.govin 283 Azsdre @ﬁ:)_/’
A . W oy ey Amrit Mahotsav v —

DEPARTMENT OF TELECOMMUNICATIONS A s

CEIR SERVICES v APPLICATIONS ~ CONTACTUs  HELP

LOST YOUR MOBILE?

Put in your details and let the Central Equipment Identity Register (CEIR)
help you trace and block your lost or stolen device

Find out if your mobile device i genuine or not by using KYM App
¢ I =
Check Request Status

Un-Block Found Mobile

Block Stolen/Lost Mobile



https://www.ceir.gov.in/Home/index.jsp

C O B https://sancharsaathi.gov.in/sfc/ B ¢ | Q Search

ed \’ Getting Started

YRd PR IR HAG™ -
GOVERNMENT OF INDIA  MINISTRY OF COMMUNICATIONS SKIP TO MAIN CONTENT Q A . P

’“’ STANY - g
Yoy XUAR faumT Cnp - e
1] DEPARTMENT OF india.gov.n « &)
) N ty . ™ TR e & Wk
&2 TELECOMMUNICATIONS SR '
‘ HeghE saa
0 HoMmE CiTiZEN CENTRIC SERVICES ABOUT KEEP YOURSELF AWARE FAQs IN SOCIAL MEDIA IMAGE CALLERY

dé& - Report Suspected Fraud Communication

(Report any suspected fraud communication received within last 30
days)

p =

' Chakshu

Chakshu facilitates citizens to report the suspected fraud communications with the
intention of defrauding telecom service users for cyber-crime, financial frauds, non-

bonafide purpose like impersonation or any other misuse through Call, SMS or
WhatsApp.




Suspected Fraud Communication Details

All * marked fields are mandatory.

Select Suspected Fraud Communication Category ©

Select Category

Select Category

KYC related to Bank / Electricity / Gas / Insurance policy etc
Impersonation as Government official / relative

Fake Customer Care Helpline

Online job / lottery /gifts/loan offers

Sextortion

Multiple automated / robo communication

Malicious link / website

Any Other Suspected Fraud

\\

Following steps are to be taken:
Visit Sanchar Saathi portal at
www.sancharsaathi.gov.in

*Click Citizen Centric Services and
then click on 'Chakshu - Report
Suspected Fraud Communication'.
*Select the medium and category of
suspected fraud communication.
*Provide the details of suspected
fraud communication. Screenshot of
the communication received may
also be uploaded which is optional.
*Verify your mobile number with
OTP and enter your name.

*Click submit button to submit the
request.



https://sancharsaathi.gov.in/

0 Suspected or unsolicited communications received through call, SMS or

WhatsApp which are intended for:-
cyber-crime
financial frauds
Impersonation
fake customer services

loan offer
job offer
installation of mobile tower

disconnection of services or KYC update / loan etc. or any other misuse.
O Some of the suspected communication, received by the users, are related to
frauds in the name of the following:

a.
b.

C.

d.

e. lottery offer
f.

g.

h.

1.

Expiry or deactivation of bank account

payment wallet

electric connection / mobile or SIM connection / gas connection
KYC update etc.




d Customer care helpline

dImpersonation as Government official / office or known persons
/ relatives

dCreating emergency in name of accident, custom duty violation
etc.

dOnline job / lottery / product / gift / services offer

dSextortion

dLoan / lending

| UInstallation of mobile tower

| dMultiple automated / robo calls

dMalicious links / website / URLSs




https://www.cybercrime.gov.in/

=3 . Cyber Crime Portal b + e - =

“— (] (ORNaWl i ps:/fvrww.cybercrime.gov.in i B =
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Centre
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REPORT WOMEN/CHILDREN RELATED CRIME + REPORT CYBER CRIME + TRACK YOUR COMPLAINT CYBER VOLUNTEERS + RESOURCES + CONTACT Us HELPLINE

Filing a Complaint on National Cyber Crime Reporting Portal

is portal is an initiative of Government of India to facilitate victims/complainants to report cyber crime complaints online. This portal
caters to complaints pertaining to cyber crimes only with special focus on cyber crimes against women and children. Complaints reported
on this portal are dealt by law enforcement agencies/ police based on the information available in the complaints. It is imperative to provide
correct and accurate details while filing complaint for prompt action.

Please contact local police in case of an emergency or for reporting crimes other than cyber crimes. National police helpline number is 112.
MNational women helpline number is 181 and Cyber Crime Helpline is 1230.

Learn about cyber crime File a complaint

5 CyTrain .ﬁs i I

Project Phase - Il

@ certm<3P S e

_w" Mational Crime Reccrds Buneas



https://www.cybercrime.gov.in/

« = G 2% cybercrime.gov.in/Webform/cyber_suspect.aspx w i

Language [
GOVERNMENT OF INDIA | MINISTRY OF HOME AFFAIRS lin]
o

Ik(:ﬁ - TR sy R e Vo
2 - G National Cyber Crime Reporting Portal AT
e e W+ warking Together With Vigour \Hj:jﬁ

Report Suspect

This facility has been created for quick reporting of Attempts made to commit cybercrime using suspicious Website URLs, Whatsapp Numbers/ Telegram Handles, Phone Numbers, Email-IDs,
SMS Headers/ Numbers and Social Media URLs etc. This will be used to build up a repository for analysis and monitoring of cybercrime.

If you have become a victim of Cybercrime, please report immediately at https://www.cybercrime.gov.in/ or 1930 National Helpline Number.

State of Incident* —-Select-—- v

What do you want to report ?

© O { o 3

Website URL Whatsapp Number / Phone number Email Id SMS Header/ Number Social Media URL Deepfake
Telegram Handle
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c &: stopncii.org b g

Sto pN Cl | O rg © Privacy Policy Create Your Case @& English

Stop Mon-Consensual Intimate Image Abuse

Check Case Status Resources and Support How It Works  About Us Partners FAQ

e Watch out for fake StopNCll.org scams asking for your photos. The real StopNCll.org never asks to share or upload your pictures or videos.

Only trust our official website and our approved Global Network of Partners.

What do you do if someone is threatening
to share your intimate images?

Age 18 Yrs or Over




NON-CONSENSUAL INTIMATE IMAGE (NCII)

The tool works by generating a hash /digital fingerprint from intimate
image(s)/video(s) and then StopNCIl.org shares the hash with
participating companies so they can help detect and remove the images
from being shared online.

Companies who will receive cases and hashes from StopNCll.org:

‘ Industry Partners

facebook  J'TikTok &) reddit

Instagram, ©" OnlyFans

(® Threads Porn hub Snap Inc.

%NIANTIC




I & 25 takeitdown.ncmec.org

Take Down

Take It Down.
Having nudes

but there is hope to get it taken

down.

Get Started Resources and Support About Us Participants FAC English (English) -

v,

—-—_—-—--"""‘I

b — ]

online is scary,

This service is one step you can take to help remove

and videos taken before

Get Started <4

-,
online nude, partially nude, or sexually explicit photos
you were 18.

https://takeitdown.ncmec.org/
Age less than 18 Yrs

[«


https://takeitdown.ncmec.org/
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DOS.CO.FMG.SEC. MNo.5/23.04.001/2024-25 July 15, 2024

The Chairman / Managing Director / Chief Executive Officer
Aldl Commercial Banks (including Regional Rural BEanks)
All India Financial Institutions (AIFIs)?

5. Reporting of Frauds to Law Enforcement Agencies (LEAs)-3
2.1 Banks shall immediately report the incidents of fraud to LEAs, subject to applicable

laws, as indicated below?24;

Category of Amount involved LEA to whom complaint Remarks
bank in the fraud should be lodged
Private Sector /| Below 1 crore State / Union Termitory (UT)
Foreign Banks Folice
Z1 crore and above | In  addition to State/UT | Detaills of fraud
Folice, Serious Fraud | are to be reported

Investigation Office (SFIO), | to SFIO in Fraud
Ministry of Corporate Affairs, | Monitoring Return

Government of India (FMR) format.
Public Sector | (a) Below 20 | State / UT Police
Banks / Regional | crore®
Rural Banks (b) X6 crore and | Central Bureau of

above Investigation (CEBIl)




4.4 Penal Measures
4.4.1 Persons / Entities classified and reported as fraud by banks and also
Entities and Persons associated?' with such Entities, shall be debarred from
raising of funds and / or seeking additional credit facilities from financial entities
regulated by RBI, for a period of five years from the date of full repayment of

the defrauded amount / seftlement amount agreed upon in case of a

compromise settlement.
4.4.2 Lending to such Persons / Entities, being commercial decisions, the
lending banks shall have the sole discretion to entertain or decline such

requests for credit facilities after the expiry of the mandatory cooling period as

mentioned at Para 4.4.1 ahove.

Bz
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JOIN LATEST JUDGMENTS FOR LAWYERS
WHATSAPP GROUP @ 7347447651

JOIN LATEST JUDGMENTS FOR LAWYERS
WHATSAPP GROUP TO UPDATE YOURSELF FOR:

LATEST LEGAL UPDATES,
JOB ALERTS,
INTERNSHIP NOTIFICATIONS,
NOTES,
PDF FILES,
LAW RELATED VIDEOS,
LEGAL DRAFTS,

JUDGMENTS OF SUPREME COURT e
B &

»

&
HIGH COURTS OF INDIA. ‘i‘:;’.

PLEASE CONTRIBUTE PERMANENT AKSHAYA
MEMBERSHIP FEES (LIFETIME) OF RS 999/-
ONLY TO JOIN THE GROUP.

pp channel

PAY THROUGH GOOGLE PAY/PHONEPE/ PAYTM — E
@ MOB. 7347447651. .

CONTRIBUTE PERMANENT MEMBERSHIP FEES (LIFETIME) OF

Rs 999/- ONLY TO JOIN THE GROUP.
AkShaya Nayak’ OPS PAY THROUGH GOOGLE PAY/PHONEPE/ PAYTM @ MOB 734T44T7651
Dy.S.P., BPSPA

M.No. 8144033879
\\




